neuscar

Professional Services | Security and Reliability Assessment

Comprehensive Security & Reliability Assessment For Your Growing Business

Now more than ever, getting the most out of your Internet infrastructure is of paramount importance. Neustar’s
Professional Services team can help you maximize the reliability and security of your Internet infrastructure, with our
series of Assessment Services. We’ll focus on your critical back-office operations, thoroughly analyzing and reporting
on specific areas of importance and potential vulnerabilities.

Our Professional Services team will also conduct interviews with your staff and execute a thorough system analysis,
all of which can be completed either at your location or remotely. Assessment results are then delivered to you in

a comprehensive, actionable document — and Neustar will review findings with you to ensure you have a complete
understanding of the tests performed and the recommended next steps.

What Your Neustar Security and Reliability Assessment Will Address:

» External DNS Infrastructure, including Registrar, DNS architecture and hardware, change management
procedures, and security.

« Internal DNS Infrastructure, including recursive DNS, authoritative DNS for internal domains, interaction
with other protocols (DHCP and Dynamic DNS, IPAM, etc.), change management procedures, and security.

« DHCP Infrastructure, including DHCP architecture and hardware, interaction with other protocols
(Dynamic DNS, IPAM, etc.), change management procedures, and security.

+ IP Address Management (IPAM) Infrastructure, including your IPAM platform, interaction with DNS and
DHCP, change management procedures, and security.

» “Anti-Pharming.” Neustar performs an audit against specific public DNS records and the potential for
records subject to cache poisoning across the Internet.

» Applications. Neustar performs an audit against your specific external applications, noting how each
application is monitored (to include agents used, frequency, error handling and alerting, as well as any
SLA objectives achieved).

In each assessment Neustar’s Professional Service experts will follow a predefined checkup/audit plan, which can be
customized to your organization. What’s more, because each assessment is executed by an experienced professional,
the “human” aspect of these services allows us to investigate problematic areas more thoroughly than checkups run
by automated software tools.

Neustar is ready to mobilize its community of professionals and industry experts on your behalf — and we are fully
prepared to earn your confidence and your business. Contact Neustar today to learn more and to schedule your in-
person consultation.

Learn More! Get the most out of your Internet infrastructure with a Neustar Security and Reliability Assessment.
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